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ñBringing my dog to work 
definitely decreases my 
stress level. I highly 
recommend it!ò 
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You might read the headline of this 
article and think, òThat has to be an 
exaggeration.ó Unfortunately, itõs not. 
Every single day, small businesses are 
targeted by cybercriminals. These 
criminals look for vulnerable victims, 
then attack.  

This is the world we live in today. Itõs 
one where cybercriminals regularly take 
advantage of small businesses. Why 
small businesses? Theyõre the favorite 
target of hackers, scammers and other 
cybercriminals because small businesses 
have a bad habit of NOT investing in 
cyber security.  

Hackers have many methods they use to 
break into your network, steal data or put 
you in a position where you have to pay 
them money to get your data back. They 
use a combination of software and skill to 

make it happen. Here are three ways 
hackers and cybercriminals attack your 
network in an attempt to get what they 
want.  

1.THEY GO THROUGH YOUR 
EMPLOYEES.  
Thatõs right, theyõll use your own 
employees against you, and your 
employees might not even realize whatõs 
happening. Letõs say a hacker gets ahold 
of your internal e -mail list, like the e -
mails you have posted on your website or 
LinkedIn. All the hacker has to do is send 
an e-mail to everyone at your company.  
The e-mail might be disguised as a 
message addressed from you asking your 
employees for a gift card, which is 
becoming an increasingly common scam. 
Another e-mail tactic is making a 
message look like itõs from a fellow 
employee, asking everyone else to  
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Top 3 Ways Hackers Will Attack Your 
Network ñ And They Are Targeting You 

RIGHT NOW  
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open an attached file, which is likely 
malware or ransomware. A third e -mail 
scam is directing people to a phishing 
website, which is a website that scammers 
have designed to look like popular 
websites in order to get login information 
to hack accounts. All it takes is a single 
click from any employee to let the bad 
guys into your business.  

2. THEY ATTACK YOUR NETWORK 
DIRECTLY.  
Some hackers arenõt afraid of forced 
entry. Hackers and cybercriminals have 
access to black market tools and software 
that helps them get into networked 
devices ð particularly unprotected 
networked devices.  

For example, if you have a PC thatõs 
connected to the Internet and your 
network doesnõt use any firewalls, data 
encryption or other network protection 
software, a hacker can break in and steal 
data from that PC and potentially other 
devices connected to that PC, such as 
portable hard drives. This method of 
entry isnõt necessarily easy for hackers, 
but the effort can be worth it, especially if 
they can walk away with sensitive 
financial information.  

3. THEY HOLD YOUR DATA 
HOSTAGE.  
Hackers are relying on ransomware more 
and more to get what they want. Hackers 
rely on e-mail, executable files and 
fraudulent web ads (such as banner ads 

and popups) to attack networks with 
ransomware. It goes back to the first 
point. All it takes is someone clicking a 
bad link or file and the next thing you 
know, youõre locked out of your network.  

This has happened to dozens of 
businesses and even city governments in 
the last year alone. The thing is that even 
if you pay the ransom, there is no 
guarantee the hacker will restore access. 
They can take the money and delete 
everything, leaving your business high 
and dry! This destroys businesses! 

All of these points are why you need to 
take a hard look at IT security solutions 
and use them. For instance, if you had all of 
your data securely backed up to the cloud 
and a hacker came in and tried to hold 
your data hostage, you wouldnõt have to 
worry. They donõt really have your data. 
You can tell them òno,ó then all youõd 
have to do is work with an IT team to get 
your network back up and running while 
scrubbing it of any malware or 
ransomware. Then, it would be a simple 
matter of restoring data from the cloud. 
Sure, you might be out of commission for 
a day or two, but in the grand scheme of 
things, itõs much better than losing your 
business to these jokers.  

Hackers are just looking for easy targets 

and, sadly, a lot of small businesses fit the 

bill. Just because you havenõt had any 

major problems yet doesnõt mean you 

wonõt in the future. The threats are out 

there and theyõre not going to go away. 

Invest in security, partner with an IT 

security firm and protect yourself. This is 

one investment that is truly worth it!  

Take That!  

Nearly every week, you hear a 

news story about a cyber-attack 

or a rogue virus sweeping 

through the country or the world. 

And maybe youôre a little bit 

skeptical. Are these viruses really 

a problem for you? Are these 

cyber-attacks really aimed at a 

business like yours? So we 

thought it might be fun to share 

some statistics with you.  

In just the last 12 months, we 

have done the following: stopped 

2.2 million ransom attacks; kept 

3192 computers and servers safe 

from those attacks; required our 

staff to undergo over 200 hours 

of continuing education to stay on 

top of current threats; replaced 

41 old, outdated firewalls. So, as 

you can see, this is a very 

present threat to your company, 

and we are always watching your 

back.  

If youôre not 100% sure youôre 

protected, give us a call today. 

òHackers are just looking 
for easy targets and, 
sadly, a lot of small 
businesses fit the bill.ó 

Did you knowé 

Monday mornings are when most heart 

attacks occur. Why is that? It seems that 

Monday morning stress can elevate 

cortisol levels. Cortisol is also known as 

the òstress hormone.ó Increased levels 

can prompt blood vessels to constrict, 

which can cause built-up cholesterol 

plaque to dislodge and obstruct blood 

flow to the heart. What can you do to 

make your Mondays less stressful? 

ñWe get prompt, accurate, and 

courteous service from Computer 

Depot Business Solutions.ò 

Charlotte Moser 

Sequoyah Swimming Pools, Inc. 
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4 UNIQUE TIPS 

FOR PHONE 

PRODUCTIVITY  

6 Ways To Make Your Business 

More Efficient  

1. Cut the clutter. Have any outdated systems and 

processes that are cluttering up your business? Get 

rid of them. Look for inefficiencies or 

redundancies you can eliminate, then do it!  

2. Block interruptions. When you need to work, 

itõs okay to put up barriers. Block out your 

calendar when you donõt want calls. Turn off all 

phone notifications. Only check e-mail twice a day. 

Set limits! 

3. Look to automation. Whether youõre scheduling 

e-mails or social media posts, look at what you can 

automate to avoid wasting time.  

4. Balance tech and traditional. Itõs okay to rely on 

texting, e-mail and online chat to communicate 

with customers, but donõt forget the power of real, 

face-to-face communication. 

5. Say no to multitasking. Multitasking is a myth. 

You can either do several things at once and 

deliver mediocre results or do one thing right the 

first time and deliver stellar results.  

6. Invest more in cyber security. There are 

countless threats out there, so donõt get caught 

without good IT security across the whole of your 

business. Donõt risk it! Small Business Trends, Nov. 

4, 2019 
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Email your answer to 
RHill@ComputerDepotOnline.com 
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tƘƻƴŜΥ όусрύ фпт-лтпф 

òEveryone who has achieved financial 
independence will tell you, at least in the early 
days, you have to work smarter and harder. The 
price of success must be paid in full, and it must 
be paid in advance. There are no shortcuts. ò 

~John Cummuta  


